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Establishing your backup and recovery 
strategy

ÁIdentify potential disaster scenarios

ÁIdentify what needs to be backed up

ÁChoose your backup method

ÁChoose backup hardware

ÁChoose backup application

ÁChoose a strategy for recovering from different 
data, service or server failures



IDENTIFY WHAT NEEDS TO BE 
BACKED UP



Identify what needs to be backed up

Content Customization

Configuration Binary Files

SharePoint



Identify what needs to be backed up

ÅContent Database(s)

ÅSSP Databases (SSP DB, Search DB, SSP Content DB)

ÅConfiguration Database

Content (SQL Server Databases)

ÅCustom Features (Site Columns, Content Types, Workflows, etc.)

Å3rd Party Solutions, Binaries, Registry Keys, etc.

ÅChanges to any files in ñ12 Hiveò (i.e. Custom Theme, Site Definition)

Customization

ÅIIS Settings (App Pool, Host Headers, SSL Certificates, etc.)

ÅMOSS 2007 Configurations

ÅDatabase Names, Web Application Names & Databases

ÅAlternate Access Mappings, etc

Configurations

ÅOperating System Files (Windows Server)

ÅMOSS 2007 Binaries

ÅService & Language Packs

Binary Files



CHOOSE YOUR BACKUP 
METHOD



Choose your backup method
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Choose your backup method

ÅCentral Admin or stsadm.exe

ÅWindows Backup (customization)

ÅDocument the IIS and MOSS settings 
(configuration)

Option A

ÅSQL Backup (unable to backup Indexes)

ÅWindows Backup (customization)

ÅDocument the IIS and MOSS settings 
(configuration)

Option B

Object

Site

Site Collection

Web Application

Server

Farm

Customi
zation

Binary 
Files

Configu
ration

Content



Choose your backup method

Object
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Site Collection

Web Application
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Farm

ÅSQL Backup (content)

Å OR

ÅWindows Server Full 
Backup

Database 
Server

ÅWindows Backup (for the 
customization)

ÅDocument the IIS 
Settings (for the 
configuration)

Å OR

ÅWindows Server Full 
Backup

WFE Server

ÅCentral Admin / 
stsadm.exe to backup 
SSP

Index Server

ÅWindows Server Full 
Backup

Other 
Application 
Servers

Customi
zation

Binary 
Files *

Configu
ration

Content
Customi
zation

Binary 
Files *

Configu
ration

Content

Customi
zation

Binary 
Files

Configu
ration

Content
Customi
zation

Binary 
Files

Configu
ration

Content

*only with Windows 

Server Full Backup



Choose your backup method

ÅCentral Admin or stsadm.exe

Option A

ÅSQL Backup (Does not backup 
Web application configuration)

ÅDocument the Web application 
configurations

Option B
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Choose your backup method

Åstsadm.exe (backup 
command)
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Choose your backup method

Åstsadm.exe (export command)

Option A

ÅSharePoint Designer 2007

Option B

ÅMS IT Site Delete Capture

Option C
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Choose your backup method

ÅRecycle Bin
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CHOOSE A STRATEGY FOR 
RECOVERY



Choose a strategy for recovery
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